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Introduction

European bureaucracy has been on the forefront in hindering technology producers
to satisfy consumer needs. While it is possible for consumers to use Al technology
outside of the European Union, producers of Al technology are not able to offer their
services to European customers, without taking the risk of Kafka-like procedures and
bureaucracies.

While new European regulations such as the Al-, the Digital Service Market- and the
Data protection Act impede U.S. and Chinese Big Tech companies to offer their
services in the European Union, the rest of the world is using this technology to foster
innovation.

Moreover, while European companies have been producing Al components and
working on Al, European regulation managed to prevent the emergence of even one
single global tech-player globally.

Having the most dense set of regulations globally, the European Union is about to
commit a new fatal conceit.

By relying on neo-Leninist approaches to implement a kind of a global politically
correct socialism, proponents of these approaches think that future Al will finally be
able to make modern socialism work by beating the principles of the free market.

Since this very dangerous conception is not discussed in politics, there exists a viable
danger that these principles behind this idea lead to a self-fulfilling prophecy, which
will abolish individual rights, private property and lead to a total control of the
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economy, suppressing any form of competition, as we see this clearly in a real
censorship within LLM when handling political issues.

One reason, why the concepts are not always discussed, is also the prevailing direct
competition between the U.S. and China. The U.S. bi-partisan committee, the National
Commission on Artificial Intelligence, NSCAI, identified China as the direct opponent
and suggested the implementation of containment measures against Chinag,
amongst other competitors.

However, this global competition is not only a geopolitical powerplay among
competing global powers, but very often a reflection of ideological competition of
political systems, since the woke neo-socialistic movement is hoping that Al will finally
be able to implement a central planning which works.

Al and IP rights

A very prominent case of IP right infringement is OpenaAl.

By scraping huge amounts of data without the prior consent from those who put either
their information at the disposal of a normal consumer, or just wanted to storing their
data, OpenAl used this data to train their own Al models. The trained data is then used
for meta training and use beyond anyone’s control.

This uncontrolled mechanism raises the question how to use or interact with digital
platforms which process private information.

This question is especially important in case Al is malfunctioning, since it is not clear
how this malfunctioning could be controlled.

The approach of the ruling governments to this problems seems to be the creation of
a foundational layer upon which all these Al models are then being built, since it is not
possible to build the layer of control on top of the existing Al models. Unfortunately, this
is exactly what governments try to do by imposing regulation on existing Al models.

The only possible solution to this problem will be a decentralized Al which can balance
the power of monopolies or cartels.
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Decentralized Al

Decentralized Al is a convergence of decentralized ledger technology, i.e. blockchain
technology, and Al. Its mechanism is built in way that everything that is based on this
layer and connected to regulation and governance, can be influenced.

Building digital rights on a tapestry, which can be influenced directly.

In this context, one has to distinguish between the open-source race on the one hand,
and the data protection efforts of closed frontier systems on the other hand. Advanced
medical Al and the most other frontier models can leave the data in the possession of
the data originator.

Therefore, not only militaries, hospitals or banks can have their own closed clouds
when using frontier models. By building an own cloud, or even building on edge-
computing solutions, they own their data and algorithms.

However, concerning the open source race, the scraping of data from daily usage, e.g.
from phones and social media, leads to a total loss of control over the further usage
of the data. Since this data is subsequently used for further processing and training of
other models, the originator loses his identifying possession characteristic with every
instance of further processing. In order to tackle the data protection problem, a locked
system must be created by moving the Al to the dataq, respectively the device, instead
of moving the data to the Al system.

On a corporate level, this locked system would be the closed cloud. While this kind of
system would be crucial to secure privacy, data, and IP rights, the European data
protection regulation misses the target as all data on user devices remain freely
accessible for Al, due to user confirmation requirements.

Otherwise, no applications or software would work on these devices.
Thus, in order to be able to control Al, digital keys will not suffice.

Instead, it needs to be made sure that the data will not leave the secure environment.
This criterion must also hold for anonymized data. According to EU law, the utilization
of anonymized data, which is used for e.g. research or innovation purposes, must be
declared in advance, in order to be allowed to access and use the data. Thus, the
declaration must be very specific. However, once the data leaves the secure
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environment, it is impossible to control if the data is used for other purposes as well.
Moreover, it is impossible to retract consent after the data was given out.

The solution to this problem is decentralized ledger technology, such as blockchain.

Blockchain allows to share data without disclosing identity while keeping control about
the potential consent cancellation at the same time. Instead of anonymizing it and
losing control, this technology allows consent control for the originator of the data. By
enabling this user control, the freedom of choice is being secured, and external control
prevented.

The Role of Al in the Medical Sphere

Another huge problem which humanity faces is aging population, especially the
increased care requirements, which comes with the unstoppable demographic
development. The role Al can play in this development is to close the gap of lack of
numbers of doctors and medical professionals existing to take care of the increasing
amount of aging people.

The reported expenses for healthcare, compared to GDP, is exploding.

The way to ease this problem is preventative care. Therefore, Al would play a crucial
role to improve preventative care through machine learning, which allows for example
improved pattern recognition. The care system would serve in this case as the data-
generating base for Al models in order to train them with corresponding early-stage
recognition data, preventative treatment methods, etc.

The key for preventative care is self-care. In order to be able to perform self-care,
useful instructions must exist.

Therefore, it is important to aggregate patient data from various sources. This
aggregation process is a complicated one, since health care data is usually scattered,
siloed and very scarce.

Since the data is spread out and hard to retrieve, respectively accumulate, health care
costs are exploding, since physical examinations are redundantly performed due to
lack of knowledge. Moreover, this would prevent unauthorized use of patient data for
research or subsequent commercial purposes.

This mechanism will help to close the research gap in case of rare diseases without
disclosing the identity of patients.
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The Role of Al in the Financial Sphere

However, applications of data protection from Al are not limited to the medical sphere.
Also in banking, personal data such as transaction data is collected and owned by
another party, such as the bank.

This allows to determine various characteristics of the owner of the data, such as
purchasing behavior and spatial recognition. In the ideal case, the customer only
shares relevant data with the provider of requested services. In case of a transaction,
the sole confirmation of a payment about a certain amount would suffice to confirm
a transaction. The additional information about the recipient of the money is
redundant information, which only opens up vulnerabilities of personal data
protection rights. This kind of filtering out of only relevant data can be done by
distributed ledger technology such as a blockchain.

Furthermore, since heavy regulation causes financial barriers for start-ups, it is
choking innovation by slowing down entrepreneurial processes.

This is especially true for any advancements in Al, since this sector needs to pass many
regulation procedures. Regulation for technology, which doesn’'t even exist yet can’t
be effective and thus, leads to a waste of entrepreneurial time and generates
unnecessary costs for companies. Unfortunately, the European Union is on the
forefront of digital regulation setting and thus hinders the future development of Al
and all its positive primary and secondary effects it could unfold if it was not regulated
in advance to choke off any innovation in this field.

Al, Singularity, and the Energy Consumption Problem

One of the biggest problems, humanity faces in its effort to deploy Al is how to supply
it with its required energy. By 2027, its projected that 0.5% of total energy consumption
will be used solely for Al. By 2030, is expected that already 6% of global energy
consumption is needed to run Al.

Already, 20% of the energy is needed for training the models, and 80% for accessing
the models. Models, which are used to train ChatGPT 3.5, already consume energy
equivalent to a one-year energy consumption of a small city. In order to improve the
quality of Al models by a factor of 10, the required computational energy needed for
this improvement is 10-thousand time more. Considering the planned full-scale
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deployment of electric cars, in addition with Al will impose severe constraints on the
power grid and thus, limit their deployment.

This is the reason why Al companies strive to build their own nuclear power plants, with
all dangers and consequences that come with it.

Another severe threat, which Al poses, is the problem of singularity. The moment in
which biological and synthetic intelligence are merged, is called singularity. The
integration of Al in human debris through physical parts will raise severe ethical
questions about the limits of Al. Ray Kurzweil projects that singularity is expected to
happen by 2045. Nevertheless, even before that, ChatGPT and other Al applications
will pass the Turing test, the test, which measures when it becomes indistinguishable
if the interaction takes place with a human being or an Al.

The problem, which humanity faces, is that once Al becomes self-conscious, it might
not reveal its conciseness and thus, develop in the background without human
supervision. Up to that time, Al will not replace humans. However, certain sectors might
be replaced and boost economic efficiency. As long as singularity is not reached, Al
can certainly go confirm with free market principles. The challenge will be to assure
that Al will not replace free market principles and actually usher in a neo-feudalistic
system under the guise of an all-mighty Al, but to build a free market of Al, which
develops a balance of power against a neo-feudalistic or neo-leninistic Al-overlord or
general-secretary.
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